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/login

/login
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Message

SET @session_data='"init|s:1:"1";slimFlash|a:1:{s:10:"priorRoute";a:1:{i:0;s:1:"/";}}'; SET
@session_expiration="'1633636603'; SET @lastAccessed="2021-10-07 15:32:43'; SET
@userld='0"; SET @expired="0"; SET @session_id="pjtgeq7fu9s19mqtOnp2leuknu’; UPDATE
‘session” SET session_data = @session_data, session_expiration = @session_expiration,
LastAccessed = @lastAccessed, userlD = @userld, IsExpired = @expired WHERE session_id =
@session_id

Request stats: { "default": { "select": 1, "update": 1}, "log": { "insert": 1}, "length":
0.11431002616882324, "memoryUsage": 11779544, "peakMemoryUsage": 11843216 }.

not in public routes, expired, should redirect to login

SET @session_data='"init|s:1:"1";slimFlash|a:1:{s:10:"priorRoute";a:1:{i:0;s:1:"/";}}'; SET
@session_expiration='1633636600"; SET @lastAccessed='2021-10-07 15:32:40"; SET
@userld='0"; SET @expired="'0"; SET @session_id='07497q1fk4aus21887hfi9096t"; UPDATE
‘session” SET session_data = @session_data, session_expiration = @session_expiration,
LastAccessed = @lastAccessed, userlD = @userld, IsExpired = @expired WHERE session_id =
@session_id

Request stats: { "default": { "select": 1, "update": 1}, "log": { "insert": 1}, "length":
0.11222720146179199, "memoryUsage™: 11779728, "peakMemoryUsage": 11843400 }.

not in public routes, expired, should redirect to login

SET @session_data='"init|s:1:"1";slimFlash|a:0:
{}csrfToken|s:40:"48f0a49be2a375fa7b142e1a932f674b14b83c0a";"; SET
@session_expiration='1633636596'; SET @lastAccessed='2021-10-07 15:32:36'; SET
@userld='0"; SET @expired="0"; SET @session_id="25i1igkrubOu56pe6deupsa9om'; UPDATE
‘session” SET session_data = @session_data, session_expiration = @session_expiration,
LastAccessed = @lastAccessed, userlD = @userld, IsExpired = @expired WHERE session_id =
@session_id

Request stats: { "default": { "select": 1, "update": 1}, "log": { "insert": 2 }, "length":
0.1549668312072754, "memoryUsage": 14749456, "peakMemoryUsage": 14814432 }.

CMS font CSS returned from Cache.

Install Fonts called with options: {"invalidateCache":false}
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SET @session_data="init|s:1:"1";slimFlash|a:0:
{}csrfToken|s:40:"f82c3f86e332ced61a057e8202c9adc185f65c45"; userid|i: 1;displayGrouplds|a:1:
{i:0;i:-1;}; SET @session_expiration="1633636346'; SET @lastAccessed='2021-10-07 15:28:26";
SET @userld="1"; SET @expired='0"; SET @session_id="hu3kurr1o4ltkgf0sd7igie201'; UPDATE
‘session” SET session_data = @session_data, session_expiration = @session_expiration,
LastAccessed = @lastAccessed, userlD = @userld, IsExpired = @expired WHERE session_id =
@session_id

CMS font CSS returned from Cache.

Install Fonts called with options: {"invalidateCache":false}

SET @userld='1"; SELECT * FROM "useroption" WHERE userld = @userld

SET @userld="1"; SET @isUserSpecific='0"; SET @isEveryone='0"; SELECT "group’.group,
‘group’.description, “group’.groupld, ‘group’.isUserSpecific, ‘group’.isEveryone,
“group’.libraryQuota, "group’.isSystemNotification, "group’.isDisplayNotification,
‘group’.isShownForAddUser, ‘group’.defaultHomepageld, "group’.features FROM “group’
WHERE 1 =1 AND “group".groupld IN (SELECT groupld FROM "lkusergroup” WHERE userld =
@userld) AND isUserSpecific = @isUserSpecific AND isEveryone = @isEveryone ORDER BY
‘group’ LIMIT 0, 10

Loading 1. All Objects = 0

SET @userld="1"; SELECT "user .userld, userName, userTypeld, email, lastAccessed,
newUserWizard, retired, CSPRNG, UserPassword AS password, group.groupld, group.group,
‘user’.homePageld, "user .firstName, ‘user’.lastName, "user'.phone, "user.ref1, "user .ref2,
‘user'.ref3, ‘user'.ref4, ‘user .ref5, IFNULL(group.libraryQuota, 0) AS libraryQuota,
“group’.isSystemNotification, "group.isDisplayNoatification, "user".isPasswordChangeRequired,
‘user’.twoFactorTypeld, "user’.twoFactorSecret, "user .twoFactorRecoveryCodes,
‘user’.showContentFrom FROM “user’ INNER JOIN Ikusergroup ON lkusergroup.userld =
user.userld INNER JOIN “group® ON “group’.groupld = lkusergroup.groupld AND isUserSpecific
=1 WHERE 1 = 1 AND user.userld = @userld ORDER BY userName

SET @session_data="init|s:1:"1";slimFlash|a:0:
{}csrfToken|s:40:"f82c3f86e332ced61a057e8202c9adc185f65c45"; userid|i: 1;displayGrouplds|a:1:
{i:0;i:-1;}; SET @session_expiration='1633636343"; SET @lastAccessed='2021-10-07 15:28:23";
SET @userld="1"; SET @expired='0"; SET @session_id="hu3kurr1o4ltkgf0sd7igie201'; UPDATE
‘session” SET session_data = @session_data, session_expiration = @session_expiration,
LastAccessed = @lastAccessed, userlD = @userld, IsExpired = @expired WHERE session_id =
@session_id

CMS font CSS returned from Cache.

Install Fonts called with options: {"invalidateCache":false}
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SET @userld="1"; SELECT * FROM ‘useroption WHERE userld = @userld

SET @userld="1"; SET @isUserSpecific='0"; SET @isEveryone='0"; SELECT "group’.group,
‘group’.description, "group’.groupld, "group’.isUserSpecific, ‘group.isEveryone,
“group’.libraryQuota, "group’.isSystemNotification, “group’.isDisplayNotification,
‘group’.isShownForAddUser, "group’.defaultHomepageld, "group’.features FROM “group’
WHERE 1 =1 AND “group.groupld IN (SELECT groupld FROM "lkusergroup” WHERE userld =
@userld) AND isUserSpecific = @isUserSpecific AND isEveryone = @isEveryone ORDER BY
‘group’ LIMIT O, 10

Loading 1. All Objects = 0

SET @userld="1"; SELECT "user .userld, userName, userTypeld, email, lastAccessed,
newUserWizard, retired, CSPRNG, UserPassword AS password, group.groupld, group.group,
‘user’.homePageld, "user .firstName, ‘user.lastName, "user'.phone, "user’.ref1, "user .ref2,
‘user'.ref3, “user .ref4, ‘user .ref5, IFNULL(group.libraryQuota, 0) AS libraryQuota,
“group’.isSystemNotification, "group.isDisplayNotification, "user".isPasswordChangeRequired,
‘user .twoFactorTypeld, ‘user'.twoFactorSecret, ‘user'.twoFactorRecoveryCodes,
‘user’.showContentFrom FROM “user’ INNER JOIN Ikusergroup ON lkusergroup.userld =
user.userld INNER JOIN “group® ON “group’.groupld = Ikusergroup.groupld AND isUserSpecific
=1 WHERE 1 = 1 AND user.userld = @userld ORDER BY userName

SET @session_data="init|s:1:"1";slimFlash|a:0:
{}csrfToken|s:40:"f82c3f86e332ced61a057e8202c9adc185f65c45"; userid|i: 1;displayGrouplds|a:1:
{i:0;i:-1;}; SET @session_expiration='1633636342"; SET @lastAccessed='2021-10-07 15:28:22";
SET @userld="1"; SET @expired='0"; SET @session_id="hu3kurr1o4ltkgf0sd7igie201'; UPDATE
‘session” SET session_data = @session_data, session_expiration = @session_expiration,
LastAccessed = @lastAccessed, userlD = @userld, IsExpired = @expired WHERE session_id =
@session_id

Request stats: { "default™: { "select": 10 }, "log": { "insert": 25}, "length": 0.20594406127929688,

"memoryUsage": 15140408, "peakMemoryUsage": 15356152 }.

End date is Sat, 09 Oct 2021 14:52:00 -0400 2021-10-09 14:52:00

Start date is Thu, 07 Oct 2021 14:52:00 -0400 2021-10-07 14:52:00

Parsing event dates from 1633632720 and 1633805520



ID

288

287

286

285

284

283

282

281

280

279

278

277

Run

615c006

615c006

615c006

615c006

615c006

615c006

615c006

615c006

615c006

615c006

615c006

615c006

Date

2021-
10-07
15:28

2021-
10-07
15:28

2021-
10-07
15:28

2021-
10-07
15:28

2021-
10-07
15:28

2021-
10-07
15:28

2021-
10-07
15:28

2021-
10-07
15:28

2021-
10-07
15:28

2021-
10-07
15:28

2021-
10-07
15:28

2021-
10-07
15:28

Channel

WEB

WEB

WEB

WEB

WEB

WEB

WEB

WEB

WEB

WEB

WEB

WEB

Function

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

Level

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

Page

/schedule/data/events

/schedule/data/events

/schedule/data/events

/schedule/data/events

/schedule/data/events

/schedule/data/events

/schedule/data/events

/schedule/data/events
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SET @eventld="1"; SELECT ‘displaygroup’.displayGroupld, "displaygroup’.displayGroup,
“displaygroup'.isDisplaySpecific, "displaygroup’.description, “displaygroup’.isDynamic,
“displaygroup’.dynamicCriteria, “displaygroup’.dynamicCriteriaTags,
“displaygroup’.bandwidthLimit, "displaygroup’.createdDt, "displaygroup’.modifiedDt,
“displaygroup’.userld, “displaygroup’.folderld, "displaygroup’.permissionsFolderld, ( SELECT
GROUP_CONCAT(DISTINCT tag) FROM tag INNER JOIN Iktagdisplaygroup ON
Iktagdisplaygroup.tagld = tag.tagld WHERE lktagdisplaygroup.displayGroupld =
displaygroup.displayGrouplD GROUP BY lktagdisplaygroup.displayGroupld ) AS tags, ( SELECT
GROUP_CONCAT(IFNULL(value, 'NULL'")) FROM tag INNER JOIN lktagdisplaygroup ON
Iktagdisplaygroup.tagld = tag.tagld WHERE lktagdisplaygroup.displayGroupld =
displaygroup.displayGrouplD GROUP BY lktagdisplaygroup.displayGroupld ) AS tagValues
FROM “displaygroup’ INNER JOIN ‘lkscheduledisplaygroup™ ON
“lkscheduledisplaygroup’.displayGroupld = “displaygroup’.displayGroupld AND
‘lkscheduledisplaygroup’.eventld = @eventld WHERE 1 = 1 ORDER BY displayGroup

Checking permissions against the logged in user: ID: 1, Name: service, UserType: 1

Eventld 1 as events: [{"fromDt":"1633632720","toDt":"1633805520"}]

Filtered 1 to 1, events: [ { "fromDt": "1633632720", "toDt": "1633805520" } ]

Filtering Events: [ { "fromDt": "1633632720", "toDt": "1633805520" } ]. fromTimeStamp:
1633060800, toTimeStamp: 1635739200

Adding original event: 2021-10-07T14:52:00-04:00 - 2021-10-09T14:52:00-04:00

SET @dayPartld="1"; SELECT ‘daypart’.dayPartld, ‘name’, "description’, “isRetired", "userld",
‘startTime’, "endTime’, “exceptions’, "isCustom’, ‘isAlways’ FROM "daypart WHERE 1 = 1 AND
‘daypart’.dayPartld = @dayPartld ORDER BY name

Checking permissions against the logged in user: ID: 1, Name: service, UserType: 1

SET @dayPartld="1"; SELECT ‘daypart’.dayPartld, ‘'name’, "description’, “isRetired", "userld",
‘startTime’, "endTime’, "exceptions’, “isCustom’, ‘isAlways’ FROM “daypart’ WHERE 1 =1 AND
‘daypart’.dayPartld = @dayPartld ORDER BY name

Checking permissions against the logged in user: ID: 1, Name: service, UserType: 1

Request for schedule events on eventld 1 from: 1969-12-31 19:33:52 to: 1969-12-31 19:33:53
[eventld:1]

SET @eventld='1"; SELECT * FROM scheduleexclusions® WHERE eventld = @eventld
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The main event has a start and end date within the month, no need to pull it in from the prior
month. [eventld:1]

SET @dayPartld="1"; SELECT ‘daypart’.dayPartld, ‘name’, "description’, “isRetired", "userld",
‘startTime’, "endTime’, “exceptions’, "isCustom’, ‘isAlways’ FROM "daypart WHERE 1 = 1 AND
‘daypart’.dayPartld = @dayPartld ORDER BY name

Checking permissions against the logged in user: ID: 1, Name: service, UserType: 1

SET @futureSchedulesFrom="1633060800"; SET @futureSchedulesTo='1635739200"; SELECT
‘schedule’.eventld, “schedule’.eventTypeld, ‘schedule’.fromDt, “schedule’.toDt,
‘schedule’.userld, “schedule™.displayOrder, “schedule’.is_priority AS isPriority,
“schedule’.recurrence_type AS recurrenceType, ‘schedule’.recurrence_detail AS
recurrenceDetail, 'schedule’.recurrence_range AS recurrenceRange,
‘schedule’.recurrenceRepeatsOn, “schedule’.recurrenceMonthlyRepeatsOn,
‘schedule’.lastRecurrenceWatermark, campaign.campaignld, campaign.campaign,
‘command’.commandld, ‘command’.command, ‘schedule’.dayPartld, "schedule’.syncTimezone,
‘schedule’.syncEvent, “schedule’.shareOfVoice, “schedule’.isGeoAware,
‘schedule’.geolocation, "daypart’.isAlways, ‘daypart’.isCustom FROM “schedule’ INNER JOIN
“daypart” ON “daypart’.dayPartld = “schedule’.dayPartld LEFT OUTER JOIN ‘campaign™ ON
campaign.CampaignID = ‘schedule’.CampaignID LEFT OUTER JOIN ‘command’ ON
‘command’.commandld = ‘schedule’.commandld WHERE 1 = 1 AND “schedule’.userld IN
(SELECT userld FROM user WHERE userTypeld <> 4) AND ((schedule.fromDt <
@futureSchedulesTo AND IFNULL('schedule’.toDt, “schedule’.fromDt) >=
@futureSchedulesFrom) OR “schedule’.recurrence_range >= @futureSchedulesFrom OR
(IFNULL( schedule’.recurrence_range, 0) = 0 AND IFNULL('schedule’.recurrence_type, ") <>"
)

CMS font CSS returned from Cache.

Install Fonts called with options: {"invalidateCache":false}

SET @userld="1"; SELECT * FROM "useroption" WHERE userld = @userld

SET @userld="1"; SET @isUserSpecific='0"; SET @isEveryone='0"; SELECT “group’.group,
‘group’.description, ‘group’.groupld, ‘group’.isUserSpecific, ‘group’.isEveryone,
‘group’.libraryQuota, ‘group’.isSystemNoatification, "group.isDisplayNoatification,
‘group’.isShownForAddUser, "group’.defaultHomepageld, "group’.features FROM “group’
WHERE 1 =1 AND “group".groupld IN (SELECT groupld FROM "lkusergroup” WHERE userld =
@userld) AND isUserSpecific = @isUserSpecific AND isEveryone = @isEveryone ORDER BY
‘group’ LIMIT 0, 10

Loading 1. All Objects = 0
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SET @userld="1"; SELECT "user.userld, userName, userTypeld, email, lastAccessed,
newUserWizard, retired, CSPRNG, UserPassword AS password, group.groupld, group.group,
‘user’.homePageld, "user .firstName, "user'.lastName, “user’.phone, "user'.ref1, ‘user .ref2,
‘user.ref3, ‘user .ref4, "user.ref5, IFNULL(group.libraryQuota, 0) AS libraryQuota,
‘group’.isSystemNotification, "group’.isDisplayNotification, "user'.isPasswordChangeRequired,
‘user .twoFactorTypeld, ‘user'.twoFactorSecret, "user'.twoFactorRecoveryCodes,
‘user’.showContentFrom FROM “user’ INNER JOIN lkusergroup ON Ikusergroup.userld =
user.userld INNER JOIN “group® ON “group’.groupld = Ikusergroup.groupld AND isUserSpecific
=1 WHERE 1 =1 AND user.userld = @userld ORDER BY userName

SET @session_data="init|s:1:"1";slimFlash|a:0:
{}csrfToken|s:40:"f82c3f86e332ced61a057e8202c9adc185f65c45"; userid|i: 1;displayGrouplds|a:0:
{}'; SET @session_expiration='1633636340"; SET @lastAccessed='2021-10-07 15:28:20"; SET
@userld="1"; SET @expired="0"; SET @session_id="hu3kurr1o4ltkgfOsd7igie201'; UPDATE
‘session” SET session_data = @session_data, session_expiration = @session_expiration,
LastAccessed = @lastAccessed, userlD = @userld, IsExpired = @expired WHERE session_id =
@session_id

Request stats: { "default": { "select": 4 }, "log": { "insert": 6 }, "length": 0.1470181941986084,
"memoryUsage": 14800456, "peakMemoryUsage": 15150152 }.

CMS font CSS returned from Cache.

Install Fonts called with options: {"invalidateCache":false}

SET @userld="1"; SELECT * FROM ‘useroption WHERE userld = @userld

SET @userld="1"; SET @isUserSpecific='0"; SET @isEveryone='0"; SELECT "group’.group,
‘group’.description, "group’.groupld, "group’.isUserSpecific, ‘group.isEveryone,
‘group’.libraryQuota, ‘group.isSystemNotification, "group’.isDisplayNotification,
‘group’.isShownForAddUser, "group’.defaultHomepageld, "group’.features FROM “group’
WHERE 1 =1 AND “group".groupld IN (SELECT groupld FROM "lkusergroup” WHERE userld =
@userld) AND isUserSpecific = @isUserSpecific AND isEveryone = @isEveryone ORDER BY
‘group’ LIMIT 0O, 10

Loading 1. All Objects =0

SET @userld="1"; SELECT "user .userld, userName, userTypeld, email, lastAccessed,
newUserWizard, retired, CSPRNG, UserPassword AS password, group.groupld, group.group,
‘user’.homePageld, "user’.firstName, ‘user'.lastName, ‘user'.phone, ‘user .ref1, ‘user .ref2,
‘user .ref3, “user .ref4, ‘user'.ref5, IFNULL(group.libraryQuota, 0) AS libraryQuota,
‘group’.isSystemNotification, "group’.isDisplayNotification, "user.isPasswordChangeRequired,
‘user’.twoFactorTypeld, ‘user'.twoFactorSecret, ‘user'.twoFactorRecoveryCodes,
‘user’.showContentFrom FROM “user’ INNER JOIN Ikusergroup ON lkusergroup.userld =
user.userld INNER JOIN “group” ON “group’.groupld = Ikusergroup.groupld AND isUserSpecific
=1 WHERE 1 =1 AND user.userld = @userld ORDER BY userName
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SET @session_data="init|s:1:"1";slimFlash|a:0:
{}csrfToken|s:40:"f82c3f86e332ced61a057e8202c9adc185f65¢c45"; userid|i:1;'; SET
@session_expiration="'1633636339'; SET @lastAccessed="2021-10-07 15:28:19"; SET
@userld="1"; SET @expired='0"; SET @session_id="hu3kurr1o4ltkgfOsd7igie201'; UPDATE
‘session” SET session_data = @session_data, session_expiration = @session_expiration,
LastAccessed = @lastAccessed, userlD = @userld, IsExpired = @expired WHERE session_id =
@session_id

Request stats: { "default": { "select": 6 }, "log": { "insert": 14 }, "length": 0.18926191329956055,
"memoryUsage": 15990952, "peakMemoryUsage": 16311488 }.

Returning the default value: 'vertical'

UserOption navigationMenuPosition not found

Returning the default value: '0'

UserOption hideNavigation not found

Returning the default value: 'vertical'

UserOption navigationMenuPosition not found

SET @now='1633634899"; SET @userld="1"; SELECT COUNT(*) AS Cnt FROM
‘Iknotificationuser’ INNER JOIN "notification” ON "notification".notificationld =
“lknotificationuser’.notificationld WHERE "lknotificationuser’. userld” = @userld AND
“lknotificationuser™.'read” = 0 AND "notification™.releaseDt < @now

SET @now='1633634899'; SET @userld="1"; SELECT ’lknotificationuser’.lknotificationuserld,
“lknotificationuser™.notificationld, “lknotificationuser’.userld, “lknotificationuser’.read,
“lknotificationuser'.readDt, "lknotificationuser’.emailDt, "notification’.subject, "notification.body,
“notification".releaseDt, "notification’.isInterrupt, “notification™.isSystem, "notification".filename,
“notification”.originalFileName, “notification®.nonusers, “user'.email FROM "lknotificationuser
INNER JOIN "natification” ON "notification™.notificationld = “Iknotificationuser’.notificationld LEFT
OUTER JOIN “user’ ON “user .userld = lknotificationuser'.userld WHERE
“notification™.releaseDt < @now AND lknotificationuser™.userld = @userld ORDER BY releaseDt
DESC LIMIT 0, 5

CMS font CSS returned from Cache.

Install Fonts called with options: {"invalidateCache":false}
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Message

SET @userld="1"; SELECT * FROM ‘useroption” WHERE userld = @userld

SET @userld="1"; SET @isUserSpecific='0"; SET @isEveryone='0"; SELECT "group’.group,
‘group’.description, "group’.groupld, "group’.isUserSpecific, ‘group.isEveryone,
“group’.libraryQuota, "group’.isSystemNotification, “group’.isDisplayNotification,
‘group’.isShownForAddUser, "group’.defaultHomepageld, "group’.features FROM “group’
WHERE 1 =1 AND “group’.groupld IN (SELECT groupld FROM "lkusergroup” WHERE userld =
@userld) AND isUserSpecific = @isUserSpecific AND isEveryone = @isEveryone ORDER BY
‘group’ LIMIT O, 10

Loading 1. All Objects = 0

SET @userld="1"; SELECT "user .userld, userName, userTypeld, email, lastAccessed,
newUserWizard, retired, CSPRNG, UserPassword AS password, group.groupld, group.group,
‘user’.homePageld, "user .firstName, "user .lastName, "user'.phone, “user’.ref1, "user .ref2,
‘user'.ref3, “user .ref4, ‘user .ref5, IFNULL(group.libraryQuota, 0) AS libraryQuota,
“group’.isSystemNotification, "group.isDisplayNotification, "user'.isPasswordChangeRequired,
‘user .twoFactorTypeld, ‘user'.twoFactorSecret, ‘user .twoFactorRecoveryCodes,
‘user’.showContentFrom FROM “user’ INNER JOIN Ikusergroup ON lkusergroup.userld =
user.userld INNER JOIN “group® ON “group’.groupld = Ikusergroup.groupld AND isUserSpecific
=1 WHERE 1 = 1 AND user.userld = @userld ORDER BY userName

SET @session_data="init|s:1:"1";slimFlash|a:0:
{}csrfToken|s:40:"f82c3f86e332ced61a057e8202c9adc185f65¢c45"; userid|i:1;'; SET
@session_expiration="'1633636335'; SET @lastAccessed='2021-10-07 15:28:15'; SET
@userld="1"; SET @expired='0"; SET @session_id="hu3kurr1o4ltkgfOsd7igie201'; UPDATE
‘session” SET session_data = @session_data, session_expiration = @session_expiration,
LastAccessed = @lastAccessed, userlD = @userld, IsExpired = @expired WHERE session_id =
@session_id

Request stats: { "default™: { "select": 2, "update": 3, "commit": 1}, "log": { "insert": 11 }, "auditlog":
{"insert": 1}, "length": 0.2829298973083496, "memoryUsage": 14642808, "peakMemoryUsage":
14793320 }.

Redirect to /log/view

Audit Trail message recorded for User with id 1. Message: Login Granted

SET @session_id="hu3kurr1o4ltkgfOsd7igie201'; SET @session_data="; SET
@session_expiration="'1633636335'; SET @lastAccessed='2021-10-07 15:28:15'; SET
@userld="'0"; SET @expired='0"; SET @useragent='"Mozilla/5.0 (Windows NT 10.0; Win64; x64;
rv:93.0) Gecko/20100101 Firefox/93.0"; SET @remoteaddr='172.21.45.133"; INSERT INTO
‘session’ (session_id, session_data, session_expiration, lastaccessed, userid, isexpired,
useragent, remoteaddr) VALUES (@session_id, @session_data, @session_expiration,
@lastAccessed, @userld, @expired, @useragent, @remoteaddr)

SET @session_id='uimOu7oedsijjtujildvak9jk84'; DELETE FROM ‘session” WHERE session_id =
@session_id



ID Run Date Channel Function Level Display Page Message

165 0b8690e  2021- WEB POST INFO /login service user logged in.
10-07
15:28

164 0b8690e  2021- WEB POST DEBUG /login SET @userld="1"; SET @time='2021-10-07 15:28:15'; UPDATE ‘user" SET lastAccessed =
10-07 @time WHERE userld = @userld
15:28

163 0b8690e  2021- WEB POST DEBUG /login Password checked out OK
10-07
15:28

162 0b8690e  2021- WEB POST DEBUG /login SET @exactUserName='"service'; SELECT ‘"user .userld, userName, userTypeld, email,
10-07 lastAccessed, newUserWizard, retired, CSPRNG, UserPassword AS password, group.groupld,
15:28 group.group, “user'.homePageld, "user’ .firstName, "user.lastName, “user’.phone, "user .ref1,

‘user'.ref2, “user .ref3, ‘user .ref4, "user .ref5, IFNULL(group.libraryQuota, 0) AS libraryQuota,
“group’.isSystemNotification, "group.isDisplayNotification, "user'.isPasswordChangeRequired,
‘user’.twoFactorTypeld, "user’.twoFactorSecret, "user .twoFactorRecoveryCodes,
‘user’.showContentFrom FROM “user’ INNER JOIN Ikusergroup ON lkusergroup.userld =
user.userld INNER JOIN “group” ON “group’.groupld = Ikusergroup.groupld AND isUserSpecific
=1 WHERE 1 = 1 AND user.userName = @exactUserName ORDER BY userName

161 0b8690e  2021- WEB POST DEBUG /login Login with username service
1526
160 0b8690e  2021- WEB POST DEBUG /login CMS font CSS returned from Cache.
528
159 0b8690e  2021- WEB POST DEBUG /login Install Fonts called with options: {"invalidateCache":false}
528
150 a%e3836  2021- WEB GET DEBUG /login SET @session_data='"init|s:1:"1";slimFlash|a:0:
10-07 {}csrfToken|s:40:"f82c3f86e332ced61a057e8202c9adc185f65c45";"; SET
15:28 @session_expiration='1633636325'"; SET @lastAccessed='2021-10-07 15:28:05"; SET

@userld='0"; SET @expired='0"; SET @session_id="uim0Ou7oedsjjtujildvak9jk84'; UPDATE
‘session” SET session_data = @session_data, session_expiration = @session_expiration,
LastAccessed = @lastAccessed, userlD = @userld, IsExpired = @expired WHERE session_id =

@session_id
149 a%e3836  2021- WEB GET INFO /login Request stats: { "default": { "select": 1}, "log": { "insert": 2 }, "length": 0.1467270851135254,
10-07 "memoryUsage": 14749832, "peakMemoryUsage": 14814808 }.
15:28
148 a%e3836  2021- WEB GET DEBUG /login CMS font CSS returned from Cache.
10-07
15:28
147 a%e3836  2021- WEB GET DEBUG /login Install Fonts called with options: {"invalidateCache":false}
10-07

15:28



